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July 1, 2022

Mary Lou T. Rinaldi, Audit Committee Chair
Board of Finance Audit Committee

City of Stamford

Stamford Government Center

888 Washington Boulevard, Fourth Floor
Stamford CT, 06904-2152

Dear Ms. Rinaldi,

| hereby respectfully submit the enclosed Fiscal 2022-2023 Internal Audit Plan (the Plan) for the
consideration and approval of the City of Stamford Board of Finance’s Audit Committee. This Plan
is for the period July 1, 2022 through June 30, 2023.

The role of an internal auditor as defined by the Institute of Internal Auditors is as follows: “Internal
auditing is an independent, objective assurance and consulting activity designed to add value and
improve an organization's operations. It helps an organization accomplish its objectives by bringing
a systematic, disciplined approach to evaluate and improve the effectiveness of risk management,
control, and governance processes.”

This responsibility of the internal auditor is to serve the City in a manner that is consistent with the
standards established by the internal audit community.

This audit plan is designed to be used as a planning tool and will continue to evolve in accordance
with the City’s needs and objectives. Circumstances may arise that may alter this set of audit
priorities. In addition, audits may be performed in response to future events or on an “ad hoc basis”
in that they are not specifically identified in this Plan. In the event this does occur, necessary
adjustments will be communicated to the Audit Committee in a timely manner.

If you have any further question/comments or would like to discuss any aspects of the Plan, please
‘contact me at 203-977-4700.

/) =
s = " '
\{_“%x\-z’ﬂ )//5//4'4/-’(/\./{4@

Respectfully submitted,
Teresa Viscariello, Internal Auditor

cc: Sandy Dennies, Director of Administration
David Yanik, Controller

Page 2 of 4



> Reputational Risk - Risk that public image or reputation of the City or one or more of
its representatives are damaged by actions of a unit or individual connected with the
City. .

Next, a more specific risk assertion was developed by considering the following;

= Conducting various meeting with key senior level management discuss ongoing and
routine dialogue with key departmental management to identify specific issues, gaps
or concerns in department coverages.

= Reviewing individual departments, functions, or fund financial documents, identifying
certain overages or trends in actual versus budgeted amounts.

= Reviewed the City’s fiscal 2021 management letters on matters of significant
deficiencies in internal controls.

2. Risk Measurement (Scoring) Weight Factor:

The above risk assertions were then scored based on their likelihood and
significance/impact the strength of any mitigating/monitoring controls, and the related
governance. An overall risk ranking is shown in Exhibit C Internal Audit Risk Matrix and

Assessment.

% Significance/impact — based on a conservative materiality factor of 5% of 2021 City
of Stamford Comprehensive Annual Financial Report (CAFR) for each risk.

% Strength of mitigating/monitoring controls- based upon a system in place that
monitors and is regularly updated at least annually for each risk.

% Governance- based on required approvals that may be required, or oversight
exercised by the applicable Boards or Committees for each risk.

A weighting factor of 1 (lowest or least concerning) to 10 (highest) was developed and the
scores were multiplied together to obtain the total score for each risk.

3. Risk Prioritization (Ranking):
Once the total scores were calculated the risks were then sorted from highest to lowest
according to their respective scoring and then ranked in Exhibit B Internal Audit Risk

Ranking.

The proposed Internal Audit Plan Projects for Fiscal 2022/2023 were identified and
developed from the ranked list in Exhibit A Fiscal 2022/2023 Internal Audit Plan.
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Overview of Internal Audit Risk Assessment Process:

Risk Assessment developed a structured risk assessment methodology based up three

steps:

1. Risk Identification
2. Risk Measurement (Scoring)
3. Risk Prioritization (Ranking)

1. Risk Identification (Top/Down approach):

A broad general risk assertion was identified that addressed applicable risks across multiple
departments/related entities throughout the City of Stamford.

CFM - Timing of cash inflows does not match cash outflows.

REVM - Revenue processes and controls do not ensure that amounts actually received
from taxpayers and others for City services are maximized.

EXPM - Expenditure processes and controls do not ensure that amounts incurred and
paid are minimized / competitively determined.

EXPMCAP - Expenditure processes and controls relating to capital projects do not ensure
that amounts paid are minimized / competitively determined or that available
capital project funding is applied as efficiently as possible.

FINREP - Policies, procedures, information systems, and control activities do not ensure
timely and accurate financial records on which to base financial reports and
related financial disclosures.

HR/T&A - Policies and information systems do not ensure that applicable state and
federal labor laws are adhered to or that amounts paid for labor and benefits are
in compliance with applicable agreements and are minimized.

FRUAD/ - Policies, procedures, and information systems do not ensure that City

ETH/GOV ordinances, statutes, and other codes of conduct are adhered to.

CYBER - Policies, access measures, and employee training that ensures that data

security is maintained, employee and taxpayer information are properly
protected, and identity protection measures are undertaken in light of the shift
from on-site to remote work.

The following type of risk categories that were considered in the development of the City's

internal risk identification:
> Operational Risk - Impairment of the ability to carry out day-to-day operations of the

City.

> Compliance Risk - Failure to comply with laws, regulations and internal policies

designed to safeguard the City.
> Financial Risk - Loss or risk of loss or misapplication of financial resources or assets.
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